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Evolution from Internet
threats to Cybercrime




What cybercrime? Isn’t the problem about
the stoopid end-users?




Handy Internet tool?

Has your credit card number heen STOLEN on the Internet?

Check /
card number BXpIres

Card




Type the CAPTCHA and strip the lady...

x
f % \ Ok, lets start baby! Lets see if you can strip me :).

Put the word that you see on bottom, if its correct I'll
take off 1 of my xxx :)
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...and tons of more
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So what is wrong with this one?
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Web infiltration
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How about this?

’3 Cannot find server - Microsoft Internet Explorer ) f ;LCJ_ILI
J File Edit View Favorites Tools Help I o
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J.q.gdress I http: f fwww. cracs. amj| ll Go

B The page cannot be displayed

The page you are looking for is currently unavailable. The web
site might be experiencing technical difficulties, or you may need
to adjust your browser settings.

Please try the following:

e Click the Refresh button, or try again later.

e If you typed the page address in the Address bar, make

sure that it is spelled correctly. —
e To check your connection settings, click the Tools menu,

and then click Internet Options. On the Connections

tab, click Settings. The settings should match those

provided by yvour local area network (LAN) administrator or

Internet service provider (ISP).
e See if your Internet connection settings are being detected.

You can set Microsoft Windows to examine your network

and automatically discover network connection settings (if

yvour network administrator has enabled this setting).

1. Click the Tools menu, and then click Internet

Options. LI
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Growing amount of botnets
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over 1.5 million nodes



ldentity thefts

JEl\e Edit  Wiew

Faworites  Tools  Help

J OBack 5]

DBRER AP

) search - Favorites
I

J.diress I@j hittpe: ffwna . b, FifkotimaagartikkeliiPolisi+ S alasanavuotoa-+aon

HELSINGIN SANOMAT

Digilehti  Arkisto Myt Oma kaupunki— Radio He|

fg Satojatuhansia ruotsalaisia salasanoja mui ef = EEl
2 D:\Users\Pete\Desktop\Satojatuhansi laisia sal murrettu - Tietol v | *3 | X R~
p — . - — Ministerien ja 17 miljo —Windows Intemet Explorer L=IECT]
0 W ‘ (@ Satojatuhansia ruotsalaisia salasan ——
1) D\Users)\Pete\Desktop\ es\Ministerien ja 17 miljoonan henkilon tiedot varastettiin - Tietoturva - Digitoday.mht. v | 43| % [ Google £
v o [@Mmmananjanmuoonan henkilon tiedot varast. [7‘ % v B v & v [DrRage v {Tools v 7

.

30 miljoonan Deutsc! =

s

Maanantaina 145.10.2007
Mimipaivat Helv, Heta Onnittele E-kortilla

HS.fil aloitussivuksi

[ D\Users\Pete\Desktop\es\30 miljoonan Deutsche Telekomin asiakksan tiedot krakkeroitar « | +2 | X ||| Google 3™ lows Inte lorer
e e [Esu miljoonan Deutsche Telekomin asiakkzan tied.. [7‘ v B v @ v [ Pagev {hTooks v -php/3712501 v || X [f Google
Mobiliversio | Tekstiversio + | burity Bre... | o~
[Taloussanomat | Itvii Digitoday | Oma sana Palvelut - Osallistu - Yhteydenotot otk | Silicon Valley Wowwteds

i

Etusivu Keskustelut Uutiskirjeet Yritysseuranta Toimitus + Omasana Mediakortti b v [ Page v } Tools v

TOTAL OF
215.493.000
IDENTITIES STOLEN LAST YEAR

Viihde

Oma elama
Oma kaupunki
Autot

Matkailu

Videot

Blogit
Keskustelut
Paivan kysymys
Lukijoiden kuvat

Kuukausiliite

Jo wiime Joulukuussa
hyddynnettivista aukoi
Rakkausrunojen edell
Hilavitkuttimen kesaku

MikroPC.netin kevis
suomalaisista phpBE-
murtoaltista versiota.
Tietoturvapaivitysta kai

Julkaisupalvelimelta
aikana taisille sivustoil
avilla on esimerkiksi

DT:n mukaan tietojen vaarinkaytosta ei ole havaintoja. Yhtio on

myds perustanut tyéryhman selvitdmaan henkilskunnan paasya

tiedostoihin -220 e

1501 e Lznove
Thinkstation 510
(Core 2 Qua

- Viime kuukausina olemme kehittaneet kattavan Ferritad

turvajarjestelman, jonka otimme juuri kayttoon, tietoturvasta

vastaava johtaja Timotheus Hottges totesi Cellular Newsin

mukaan. Hottgesin lausunto tuli julki ennen uusien jarjestelman

aukkojen paljastumista.

Vists Businass),
keskusyksikke

715e  Lenove

I
aF
25
3
&

0
Gt, Win Vista
Business),

} keskusyksikis
Tietoturvaongelma on yhticlle jo toinen vikon sisalla. T-Mobile
ilmoitti 17 miljoonan asiakkaan tietojen katoamisesta muutama

paiva sitten.

664e Lenovo
ThinkStation 510
(Core 2 Dus

“154e

Xplore X104C30
Dual Mode

tietokone

HE G7061E0
(Cors Dus

15,4
Home Pramium).

< i

| v

Galleria-sivuja. Rakka

/i Ermor on page.

[® € Internet| Protected Mode: Off

R100% -

muuttaneet kaikkien kg

the theft of at least 45.6 million credit-card and debit-card numbers. The breach has
resulted in significant credit card fraud, including fueling a scheme in Florida that cost
businesses at least $8 million. A group of New England banks have sued the company for
the cost of replacing debit cards whose accounts were compromised by the theft.

TIX has stated that it may never be able to fully identify the number of cards
compromised by the theft.

Merchant Account

CC Processing - Payment
Gateway Instant Account
Activation

@ Intemet | Protected Mode: Off

#100% ~

ormation on 25 million Britons
Icourier used by the nation's
arcel company TNT NV, and a
no sign of fraud at present, he

child benefit recipients: records
Is," Darling said. "These records
, addresses and dates of birth,
rance Numbers, and, where
bils."

crisis at mortgage bank

Ink run in more than a century in
for someone to access a bank

unts and guard against any

B Business Intelligence and Enterprise Performance
Management: Trends for Emerging Businesses

Hyperion's 2007 survey (2007 Business Finance Hyperion Mid-
Enterprise Survey) of requirements for Business Inteligence (BI) and
Enterprise Performance Management (EPM) solutions revealed the
differences in requirements, evaluation criteria, and purchase
influencers between emerging businesses and large enterprises. With a
heavy reliance on spreadsheets to support EPM processes, top
investment areas for emerging businesses include budgeting and
planning as wel as management reporting solutions. Executive
influence plays a significant role in selecting software, and ease-of-use
and pricing are key evaluation criteria. »

B Enterprise Performance Management for Emerging
Businesses and Workgroup

Finance and Information Technology (IT) executives and staff in large
enterprises around the workd are adopting Business Inteligence (B1)
and Enterprise Performance Management (EPM) solutions to provide
insight into the factors driving performance and to better comply with
reporting regulations. But these tools should not be fimited o large,
publicly held companies. Emerging businesses and workgroups face
many of the same challenges as large enterprises, although on a
smaller scale, and they also need the tools that provide insight into
performance and management of key company data. »
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*HASTOP: Ox000000D1 (0x00000000, 0xF73120AE, OxCO000008, 0xC0000000)

A spyware application has been detected and Windows has been shut down to
prevent damage to your computer

SPYWARE MONSTER FX_WILD_Ox00000000

If this is the first time you've seen this Stop error screen, restart your
computer. If this screen appears again, follow these steps:

Check to make sure your antivirus software is properly installed. If thisis a
new installation, ask your software manufacturer for any antivirus updates
you might need.

Enaows detected unregistered version of Antivirus 2009 protection on your computer
If

problems continue, please activate your antivirus software to prevent computer
maqe and data loss.

*HX SRV.SYS - Address F73120AE base at CO0000000, DateStamp 36b072a3

Beginning dump of physical memory...

Phwysical memory dump complete. Restarting...
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Wmdows:"p

Your Antiveus 2009 copy Is unregistered, Microsoft Security Center
recommends you to activate your antivirus protection software,

Copyright © Microsoft Corporation




Customized O-day attack

i

Windows™*

 Rogue AV infections and 0-day attacks continue:
— Displays fake BSOD that mentions the fake AV product
— Displays fake reboot screen that has text
— Both are actually screensavers

 Detected as TROJ FAKEAV.SV
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So let's talk about the real criminals




Bad Times are Good for Cybercrime

Other security companies, even the FBI, are one in saying that as global
markets go down, cybercrime goes up:

* McAfee, Inc. announced findings from its annual cyber security study in
which experts warned that the recession is proving a hotbed for fraudulent
activity as cybercriminals capitalize on a climate of consumer fear and
anxiety.

- The underground economy is booming even as the rest of the economy
lurches towards recession, according to a new study by Symantec.

« Pandalabs reported a direct correlation between the recent stock market
declines and increases in targeted cyberattacks.

- "One thing we've seen is financially based cybercrime is recession-proof,”
says Darren Mott, supervisory special agent for the FBI's Cyber Division.

oo




The Evolving Threat Landscape

Malware is Malware is Malware is
multiplying sophisticated profit-driven

Complexity

Malware variants Malware actions
» Multi-vector « Stealthy
* Polymorphic » Targeted

+ 2008: 2,750,000 and up * Rapid variants » Crime & Espionage
- Pattern files can’t keep up.  * Very hard to detect * Increased liability costs
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Economic structure of Cybercriminals

Botnet Vendors
& Hackers

Carders,

‘ Spammers &
Blackmailers

Independent
Businessman

1

Malware
Vendors

Independent
Organisation

=

Anti-detection vendors
Toolkit vendors




Criminal ISP’s providing services for cybercriminals
Russian Business Network & McColo

| ™=

—\ et “Unlike many ISPs that host predominately

legitimate items, RBN is entirely illegal.

VeriSign iDefense research identified phishing,
malicious code, botnet command-and-control

Mrtoromois (C&C), and denial of service (DoS) attacks on
g every single server owned and operated by
AS40989 RBN.”

McColo was an Internet service provider
providing service to malware and botnet
e — operators.

globalerossing.cam

UUUUUUU

McColo customers were responsible for a
substantial proportion of all email spam then
flowing and subsequent reports claim a

oo



Customized malware is cheap

Pay-out for each unique adware installation 30 cents in the United States, 20 cents in Canada, 10 cents in
the UK, 2 cents elsewhere

Malware package, basic version $1,000 - $2,000

Malware package with add-on services Varying prices starting at $20
Exploit kit rental — 1 hour $0.99 to $1

Exploit kit rental - 2.5 hours $1.60 to $2

Exploit kit rental — 5 hours $4, may vary

Undetected copy of a certain $80, may vary

information-stealing Trojan

Distributed Denial of Service attack $100 per day
10,000 compromised PCs $1,000
Stolen bank account credentials Varying prices starting at $50

1 million freshly-harvested emails (unverified) $8 up, depending on quality




Unigue Samples in Collaction
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Increase in unique malware samples

AV-Test.org's Sample Collection Growth

1988: 1738 unique malware samples

1998: 177615 unique malware samples

_— A ctual
balance

2008: 2753587 unique malware samples Forecast
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Simple tools are crashing huge organizations

[l Sprut — eBay, 1999

— Yahoo, 2000
EAASEE 11" Uochaorme o D addrass

YouTube Fa Creator ¥1.2 Fized - F3B14N ﬁ B -_ C N N f 2000
HOURLL o — Microsoft, 2002
— Alabama Power

=101 Plant, 2006
Emait | N @ B — DNS root servers,
Date: |11/25/200 Time: |9:53AM 2002’ 2007
o . : — Swedish Police, 2007
authorization to add you to his/her Contact List. )
— Estonian

S
Ohhlll that video is greatll] L o
Internal-Minds 1000

Mism sl Wl tacks is here http:2/slil o SR
ELES Government, 2007

— Finnish National
Radio, 2007

d Message Decline/lgnorel Authorize I — Eniro Fin|and 'and
Sweden, 2007

— CERT-FI, 2007

— Google, YouTube,
2008
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Security Challenge: Dramatic Increase In
Number of customized Malware Samples

« If the volume of threats continues to increase at the current rate,
233,000,000 will be the number of unique threats that emerge in 2015
alone. Endpoint systems will need to be aware of over 26,598 new
threats per hour in order to be effectively protected.

A CHANGE OF OUR THREAT HANDLING INFRASTRUCTURE IS REQUIRED!

30,000 -

25,000 -+

20,000 -

15,000 A

10,000 -

5,000 A

THE VOLUME PROBLEM

Projected Increase in Unique Incoming Threat Samples PER HOUR

(Conservative Projections)

11111
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Crimeware ...last 3 days

TrendWatch & LAUNCH

YOUR THREAT RESOURLCE CENTER

® SEVERE
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Forget the heavy fingerprints and inaccurate heuristics
...It’s the reputation: Powered by Smart Protection Network

Processes over 50 million URL’s per day

Over 1.2 terabytes of new data per day

More than 1500 security researchers

Receives over 5 billion requests per day

Operates 24/7 in 10 datacenters




Web and E-mail Reputation sample
Provided by Trend Micro Smart Protection Network

Email Search Results: — =

Search Results

IP Addreszs: 194,126,101.,114
Catagory: Mot Listed
Rating: I (Maderately Goad)

eliimme

2 RM [~150K)

Web Search Results: — & X ¥ (Dedlining)
Search Results
Website  www.pvhajarve. com
Category  Trawvel
. This web site iz known to Trand Micro to be non-
FI‘E':”'Ita't“:”-'|'|'|.5|Iii:in:n_|5 E E
mail.online.ee

www.pyhajarve com

Web Sea

Search Results

Website www, strearmlik e, com L
Category Camputers § Internet

This web site is known to Trend Micro to be non-
rmalicious.

Reputation

www.streamlike.com




In real time!

Provided by Trend Micro Smart Protection Networ

« What's the current cybercrime situation

« Wich ISP’s are hosting the most amount of spam and botnets

« What are the TOP 10 threats?

« Which countries are sending the most of spam?
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http://itw.trendmicro.com/trend_tracker.php
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http://itw.trendmicro.com/malware_spam_map.php
http://itw.trendmicro.com/malware_spam_map.php

Plan a your requirements well




...and remeber that the cheapest is not
necessarily the best!
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