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Core Network Services

Glue between network and applications
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Todays Core Network Services oS0
Disconnected mix of spreadsheets and software InfOblOX"

IP ADDRESS MANAGEMENT SPREADSHEET

VLAN 100LAN Switch corel Excel V2.1
Network 10.1.1.0 |/24

NAME |MAC ALIAS LOCATION
10.1.1.1 used Routerl |aa:bb:cc:dd:ee:ff Antwerp bld1
10.1.1.2 used Printerl |bb:cc:dd:aa:ee:ff |prntl Antwerp bld1
10.1.1.3 used adminpc |dd:ee:aa:bb:ff:ee |superuser Antwerp bld1
10.1.1.4 unused
10.1.1.5 unused
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Problems with disconnect |nf0blOX "’

A Inconsistencies in network and IP Address plan

A Is this IP address really available?
A Who is using this IP address now and where is it located?
A Is this switchport really available?

A No automation or delegation for IP management

A Slow Manual process to provision new IP devices (eg. Printer, server, etc.)
A Request/find available 1IP, update xI| s,

A No reporting or auditing
A Whereis IP 10.1.1.10 located on the network now?
A Who used IP 10.2.2.20 two months ago?
A Who made that network change (eg. change the IP or name of a server)
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The Growing Automation Gap Between %
Network and Application Infrastructure Infoblox %*

Virtual Server 4 Core Network N
Management Services Management

Provision a New Virtual Provision an IP Address
Server: for a New Server:

- Less than 1 minute - 30 to 40 minutes

- Fully automated - Manual

- No delay - Up to 2-day delay

- 4
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Interactive Network plan and IP Address plan 3
Visibility, Delegation and Automation Infoblox %*

A Network and IP Address plan, always up to date
A Real time visibility

I Known and unknown connected IP devices (IP, name, mac, OS, services)
I Find true available IP and name space
.
.

View all switches and wireless access points
View current switchport configuration, usage and connected IP devices

7z

A Historic insight

What and who connected where and when

Track network changes (eg. Adding / moving /changing servers)
Find true available switch capacity (eg. Ports not used for 60 days)
See how IP devices moved throughout the network

A Delegate and automate Network changes
I Securely delegate network and IP provisioning tasks to multiple admin groups
I Changes in IP Address plan synchronized to DNS (records) and DHCP (reservations)
I Track and Undo individual changes




Delivery of Core Network Services
Mix of hardware, software and consoles

Infoblox 33

IP ADDRESS MANAGEMENT (IPAM)
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Infoblox Appliances Automate
Core Network Services

( DNS DHCP | PAM FTP/ TFITP
Microsoft

GOLD CERTIFIED
Partner

Infoblox &

Infoblox-15se

Alntegrated core network services on hardened appliances

ACentralized visibility & control of appliances, protocols and data

SIMPLE SECURE RELIABIE

N
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Infoblox Grid Technology
Simple, secure and reliable

/' Grid: A collection of secure member
appliances, all running the same
software, providing one or more

services (DNS, DHCP, Discovery, File

\_ Delivery, etc.) )
\ 4
( N
Coordinated by the grid master
\ v S
4 N\

Sharing a distributed database

\ 4

Communicating via an SSL VPN

\ J

\ 4
[ Provides: \

- Centralized visibility and control
-Real time IPAM & discovery
- Monitoring and reporting
- Failover and disaster recovery

Kfor services, data & management Y,
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Infoblox Grid Provides Unparalleled Availability Infoblox ."

Grid Master

Catastrophic failure of Master

(both devices fail): Admin may

promote any O0Grid Maste
Candi dat ed nemberMast er
re-synch automatically

Member is disconnected from
master: Changes maintained by
member and then synchronized with
master upon reconnection

_Grid Master Candidate

Individual device failover:
Plug in new device and it
instantly inherits all
attributes of previously
deployed device via master

Device failure in HA:
Failover to secondary
device via VRRPO applies
to members and master

You can upgrade in production with no downtime!
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Infoblox Supports Branch Consolidation with

VNI OSE Virtual Appliance Slgﬁctb\gpg(r:t?

Grid Master

Infoblox VNIOS
*¢* Virtual Appliance
Software

Virtual Grid
Member

riverbed

Riverbed Appliance
with Infoblox vNIOS

Member / Grid
Master
Candidate

Infoblox
Grid

Virtual Grid
PSS Member

T
CISCO.

Virtual Grid
Member @g®

v g
CISCO.

Cisco 38/39xx ISR with
Infoblox vNIOS

Cisco 28/29xx ISR with
Infoblox vNIOS

Replacing Servers with Appliances in Branch Offices Improves
Performance, Provides Local Survivability, and Drives Compelling ROI




| nfobl ox VvNIOSE Virtual Ap|ﬁlf0bEltOXCﬁ§

A Experience with virtualization in life |
networks since April 2008 ‘ ms

A VMware Technology Alliance Server
Partner

A Full QA testing and fully supported
by worldwide TAC
A Going beyond just virtualizing the
appliance

I IPAM for virtual hosts

I Link with VSphere

I Integrated virtual network and switch
discovery

I Going beyond DNS/ DHCP
di stribution, NTP, Di scovery, e

I 12.0 vision and implementation
I IF-MAP support




Net wor ks Need

Evol ve f rlﬁfbbrog(d‘g”y 0

Infrastructure to Dynamic, Infrastructure 2.0

AStatic Network

Aynamic Network

Alimited VMotion
Mstatic Data Centers
Aractical Virtualization Benefits

ACAPEX Reduction

Aluid VMotion
Mrivate & public clouds
Astrategic Virtualization Benefits

Klexibility, speed, DR
Aigher Efficiency, Reduced OPEX

Avianual Core Network Services |

> Automated Core Network Services

ASpreadsheet IP Address Management |

> Anutomated IP Address Management

AServer & Network Management Silos |

> Antegrated Server & Network Management

Astatic Network Provisioning |

> Aynamic Network Provisioning

Avianual Security Provisioning |

> Anutomated Security Provisioning




IF-MAP: An Easy & Affordable Way for Devices o%%’
and Systems to Share Data and Cooperate Infoblox ) g

A Twitter for network devices
A Publish info
A Subscribe to updates

A Search for info
Asset é
Management NAC Decision
System IF- MA/ Point é A
é Server
s|M/SE'\;\ %
Protocol
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/ \ -
% \ >

Routing IDS Phys Access Citrl SWltchlng ereless Firewalls




Infoblox Microsoft Management Infoblox ’.’

r

Grid Master A Uses the fn:

Microsoft RPC protocols
GOLD CERTIFIED A Allows management

Partner .
from any member in
the Grid

I Allows for very large
scale deployments and
Aremoteo man

Infoblox

Microsoft
DNS Server

infoblox &

MiCrosoft
DNS Server




Infoblox Enhances Security and
Supports Compliance

Infoblox 33

A Hardened appliances with no root access
I Hardened OS with restricted CLI with audit control

A Easy, fast response to new vulnerabilities

I One-touch software upgrades, in production, with no
downtime

T Infoblox is a member of CERT and has advance notice
of new threats

A Infoblox customers had Kaminsky patch on the day CERT
issued their advisory

A Built-in DNS cache poisoning attack
detection and mitigation

A Extensive admin logs make audit/compliance
easy

A One-click zone signing and automatic key
management for DNSSEC

A IFFMAPét he way to coordinated comput




Infoblox Appliances Family Enables > <
ARi gShtzi ngo for Any Envi rorlrn:ghlp ’0
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