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Organizations continue to move to new 
platforms including cloud, virtualization, 
mobile, social business and more 

EVERYTHING  
IS EVERYWHERE 

With the advent of Enterprise 2.0 and social 
business, the line between personal and 
professional hours, devices and data has  
disappeared 

CONSUMERIZATION  
OF INFRASTRUCTURE 

The age of Big Data – the explosion of digital 
information – has arrived and is facilitated by 
the pervasiveness of applications accessed 
from everywhere 

DATA  
EXPLOSION 

The speed and dexterity of attacks has 
increased coupled with new motivations from 
cyber crime to state sponsored to terror 
inspired 

ATTACK  
SOPHISTICATION 

Why We have problems ???



Hackers are like Dark Matter - You can’t see them,  
but You can observe the effect of their presence 
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With whom we are fighting with ???

REWARD

Criminals Insiders Motivated Actors
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What is their motivation ???

Intellectual Property

Personal Information
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How do I protect ???

Security is like an onion  
it has got layers

IPS/IDS

Antivirus

FW/NGFW

Antimalware

DAM

DLP

VS

PROCEDURS KNOWLEDGE
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Security is like an onion

…. it can make You cry
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Typical definition of SIEM

Security Information and Event Management (SIEM) is to build 
understandable logic from the events in a real time to detect 

security incidents
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APT? - What does it mean?

No one knows what it means, but it's provocative!
It gets the people GOING !!!
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Advanced Persistent Threat  is to fake You
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Advanced Persistent Threat  - the „invisible" attacks

1

2

3

Advanced 
Use vulnerabilities that were not revealed yet (Zero Days) 
Advanced malware specially crafted for dedicated attack 
Use coordination of different attack vectors - pretended attacks 
OSINT - Open Source Inelligence espionage 

Persistent 
Attacks that last months & years 
Attacks highly motivated to get data…. until they get it!

Threat 
Attacks that are targeted to carefully selected individual identities inside organization 
Carefully selected attacks

No Logs…

Wrong Logs…
…I still know what You did  

last summer…

No Rambo style…
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Luke, use the Flows

Advanced Persistent Threat  

You can’t simply detect APT, You can observe the symptoms of APT attacks by monitoring 
anomalies in the network traffic



It doesn’t look  
too good

My son read in newspaper 
that that we were hacked

….no sh#@^ !!

How fast we will discover this?
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This is the role of SIEM
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QRadar SIEM and MODULES

Network and 
Application 

Visibility 

•  Full network analyze up to 7 Layer 
•  Build network characteristics and identify anomalies 
•  Ability to analyze traffic in virtual environment 

•  Correlation of log, flow, vulnerability & identity data 
•  Automatic asset profiler 
•  Full incident management 

SIEM 

•  Full log management 
•  Simple migration from LM to full SIEM by change in license 
 

Log Management 

Network Forensic •  Full forensic based on packet capture 
•  Precise proof, who did what, when and how! 

•  Simulate potential attacks 
•  Full network scanner  
•  Monitoring of network configuration 

Risk & 
Vulnerability 
Management 

Scalability 
 

•  Event Processors & Flow Processors 
•  Network characteristics analysis 
•  High Availability & Disaster Recovery 
•  Full scalability 
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How IBM QRadar works ?

• Analyze of Event & Flows to understand typical threats as well as threats that 
won’t leave evidence in logs 

• Provide anomaly detection mechanism to detect unusual situations 
• Provide prioritization of the incidents
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Flows for Application Visibility

• Flow collection from native infrastructure (NetFlow, SFlow, JFlow) 

• Layer 7 data collection and payload analysis 

• Full pivoting, drill down and data mining on flow sources for advanced 

detection and forensic examination 

• Visibility and alerting according to rule/policy, threshold, behavior or 

anomaly conditions across network and log activity
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Flows for Network Intelligence

• Detection symptoms of 0Day attack 

• Policy monitoring and rogue server detection 

• Visibility into all attacker communication 

• Passive flow monitoring builds asset profiles & auto-classifies hosts 

• Network visibility and problem solving (not just security related) 
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Flows for Asset Discovery

Automatic Asset Discovery 
 QRadar creates host profiles as network 

activity is seen to/from 

Passive Asset Profiling 
 QRadar identifies services and ports on hosts      

by watching network activity 

Server Discovery 
 QRadar identifies and classifies server 

infrastructure based on these asset profiles 

Correlation on new assets & services 
 Rules can fire when new assets and services 

come online 
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Compliance Rules and Reports

Out-of-the-box templates for specific 
regulations and best practices: 

COBIT, SOX, GLBA, NERC, FISMA, 
PCI, HIPAA, UK GCSx 

Easily modified to include new 
definitions 

Extensible to include new 
regulations and best practices 

Can leverage existing correlation 
rules 
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MODULES - QVM
Vulnerability management to detect and prioritize weaknesses  

based on the context of Your infrastructure

CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 
CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE CVE 

Inactive  
Inactive: Flow 
analytics sense 
application activity 

Blocked 

Blocked: Risk 
Management shows  
which vulnerabilities 
are blocked by 
firewalls and IPSs Patched 

Patched: Endpoint 
management 
indicates which 
vulnerabilities will be 
patched 

Critcal 

Critical: Vulnerability 
knowledge base, 
remediation flow and 
risk management 
policies identify 
business critical 
vulnerabilities 

At Risk: X-Force Threat and SIEM 
security incident data, coupled with 
network traffic flow information, provide 
visibility to assets communicating with 
potential threats 

At Risk! Exploited! 

Exploited: SIEM 
correlation and IPS 
data help reveal 
which vulnerabilities 
have been exploited 
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MODULES - QRM
QRadar Risk Manager  enhances Security Intelligence by adding network topology 

visualization and path analysis, network device optimization and configuration 
monitoring, and improved compliance monitoring/reporting to QRadar SIEM 

• Collects firewall, switch, router and IPS/IDS configuration data to assess vulnerabilities and 

facilitate analysis and reporting 

• Discovers firewall configuration errors and helps remove ineffective rules to improve 

performance 

• Depicts network topology views and helps visualize current and alternative network traffic 

patterns 

• Identifies active attack paths and assets at risk of exploit, helping mitigate risks and prioritize 

remediation activities  

• Analyzes policy compliance for network traffic, topology and vulnerability exposures 
• Improves forensic analyses to determine offense root cause; models potential threat 

propagation 

• Performs rule change simulation and impact analysis
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Rule activity counter

MODULES - QRM



Frank Underwood, House of Cards

I don’t want to assume……I want to know!
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MODULES - QIF

Security Intelligence Platform 

QRadar  
Security Intelligence  
Console 
! Seamlessly integrated, single UI 
! Includes new ‘Forensics’ dashboard tab 
! Supports incident investigation workflow QRadar  

Incident Forensics  
Module 
!  Hardware, software, virtual appliance 
!  Supports standard PCAP format 
!  Retrieves PCAPs for an incident and 

reconstructs sessions for forensics 
QRadar  
Packet Capture 
Appliances 
!  Performs Full Packet Capture 
!  Optimized appliance solution 
!  Scalable storage 
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From session data analysis yielding 
basic application insights  

MODULES - QIF

To full visualization of extended 
relationships and embedded content 
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MODULES - QIF

From standard asset identity 
information  

To rich visualizations of digital 
impressions showing extended 
relationships  

EMAIL	

VoIP	

Chat	 Social	

Web	

Network	
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MODULES - XForce Threat Intelligence
Integrating X-Force Threat Intelligence with the analytics of QRadar allows for more intelligent 

and accurate security enforcement

Ability to set rules  
leveraging X-Force 
Threat Intelligence 

Selection of categories 
 of malicious IPs Real-time Security Overview 

with XF Threat Intelligence Correlation 
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MODULES - XForce Threat Intelligence

Security Issue Insight provided 

Series of attempted logins from a 
dynamic range of IP addresses Malicious attacker 

Anonymous proxy connection Suspicious behavior 

A connection from a non mail server 
with a known spam host SPAM contamination 

Connection between an internal 
endpoint and a known Botnet C&C Botnet Infection 

Communication between an endpoint 
and a known malware distribution site Malware attack 
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Examples of usage - Malware activity

IRC on port 80? 
QFlow enables detection of a covert 

channel. 

 

Potential Botnet Detected? 
This is as far as traditional SIEM can go. 
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Examples of usage - Complex Threat

Sounds Nasty… 
But how to we know this? 

 
The evidence is a single click away. 

Buffer Overflow
Exploit attempt seen by Snort

Network Scan
Detected by QFlow 

Targeted Host Vulnerable
Detected by Nessus
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Examples of usage - User Activity Monitoring

Authentication Failures 
Perhaps a user who forgot their 

password?    

Brute Force Password 
Attack 

Numerous failed login attempts against 
different user accounts. 

 
 

Host Compromised 
All this followed by a successful login. 

Automatically detected, no custom 
tuning required. 
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QRadar Architecture
AIl In On Appliance 
EPS max 15 000 
FPM max 300 000

Distributed 
EPS max 40 000 per box 
FPM max 1 200 000 per box
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Gartner MQ 2014
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Many are trying but we are still the Leaders…. 
Gartner MQ 2015
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Live Demo




