everything you have seen here has been an illusion.
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Security Intelligence.
Think Integrated.

IBM QRadar SIEM

Freestyle presentation

Andrzej Wojtkowiak
IBM Security IT Specialist for Central & Eastern Europe
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Why We have problems 777

EVERYTHING
IS EVERYWHERE

CONSUMERIZATION
OF INFRASTRUCTURE

Organizations continue to move to new
platforms including cloud, virtualization,
mobile, social business and more

With the advent of Enterprise 2.0 and social
business, the line between personal and
professional hours, devices and data has
disappeared

The age of Big Data — the explosion of digital
information — has arrived and is facilitated by
the pervasiveness of applications accessed
from everywhere

The speed and dexterity of attacks has
increased coupled with new motivations from
cyber crime to state sponsored to terror
inspired

© 2015 IBM Corporation
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Hacl;e‘s are like Dark Matter You ‘can’t see them,
~ but You can obse:’ve the e@/j/ of'thelr presence
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With whowm we are fighting with 777

Criminals Insiders Motivated Actors

$S99 revaro §§°S
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What is their motivation 777

. S

e Intellectual Property — s s

e Personal Information —. s s 3
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How do | protect 777

Security is like an onion

it has got layers
IPS/IDS VS
FW/NGFW DAM
Antivirus DLP
Antimalware
PROCEDURS + KNOWLEDGE

© 2015 IBM Corporation
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Security is like an onion

... it can make You cry

© 2015 IBM Corporation



Typical definition of SIEM

Security Information and Event Management (SIEM) is to build
understandable logic from the events in a real time to detect
security incidents



| understand that You can correlate events —
thatlis'Soooo awsome !!!
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No one knows what it means, but it's provocative!
It gets the people GOING !!!

APT? - What does it mean?

© 2015 IBM Corporation
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Advanced Persistent Threat is to fake You

YOU READ THE TOP LINE
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Advanced Persistent Threat - the .invisible' attacks

Advanced

%k Use vulnerabilities that were not revealed yet (Zero Days) ﬂ

%k Advanced malware specially crafted for dedicated attack NOLOGS...
*Use coordination of different attack vectors - pretended attacks = WRONG LOGS...

*kOSINT - Open Source Inelligence espionage 4.,. .1 STILL KNOW WHAT YOU DID
LAST SUMMIER..-

Persistent
%k Attacks that last months & years
%k Attacks highly motivated to get data.... until they get it! 4— NO RAMBO STYLE...

Threat
%k Attacks that are targeted to carefully selected individual identities inside organization

%k Carefully selected attacks

© 2015 IBM Corporation
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Advanced Persistent Threat

” ”
-
Luke, use the Flows |3

You can’t simply detect APT, You can observe the symptoms of APT attacks by monitoring
anomalies in the network traffic

© 2015 IBM Corporation



How fast we will discover this?

It doesn’t look : o * \ i My son read in newspaper
too good / N it X : ' \‘ that that we were hacked
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This is the role of SIEM

Seconds Minutes

Months

Initial Attack to Initial
Compromise

Initial Compromise to
Data Exfiltration

Initial Compromise
to Discovery

Discovery to
Containment/Restoration

© 2015 IBM Corporation
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QRadar SIEM and MODULES

* Full log management
« Simple migration from LM to full SIEM by change in license

Radar’

Log Manager

>
.  Correlation of log, flow, vulnerability & identity data
Radar l—' » Automatic asset profiler
SIEM - « Full incident management
7
Radar . Radar + Simulate potential attacks
Risk Manager Vulnerability Manager * Full network scanner
 Monitoring of network configuration
v
Radar Radar * Full network analyze up to 7 Layer
QFlow VFlow « Build network characteristics and identify anomalies
e T ) Q « Ability to analyze traffic in virtual environment
v
Radar — « Full forensic based on packet capture
incident Forensics * Precise proof, who did what, when and how!
>
EEEEENE » Event Processors & Flow Processors
» Network characteristics analysis
===  High Availability & Disaster Recovery
S L 3 - =l ° FU” Scalability y

© 2015 IBM Corporation
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How IBM QRadar works 7

ﬁ Security Devices

[EJ Network Devices
— Event Correlation
S B * Logs « IP Location
B- ervers osts e FI « Geo Locati
- °0 Offense Identification ®
, , « Credibility Offense >

H Virtual Machines Anomaly Detection » Severity -~

Activity Baselining & Anomaly Detection = Belevance

Q Applications ------------ * User Activity

e Application Activity
* Network Activity

SUSPECTED INCIDENTS

* Analyze of Event & Flows to understand typical threats as well as threats that

won’t leave evidence in logs
* Provide anomaly detection mechanism to detect unusual situations

* Provide prioritization of the incidents

© 2015 IBM Corporation
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Flows for Application Visibility

* Flow collection from native infrastructure (NetFlow, SFlow, JFlow)

» Layer 7 data collection and payload analysis

* Full pivoting, drill down and data mining on flow sources for advanced
detection and forensic examination

* Visibility and alerting according to rule/policy, threshold, behavior or

anomaly conditions across network and log activity

| Search... ¥ Quick Searches ¥ Y Add Filter i Save Criteria [ Save Results el Y. False Positive Rules ¥ Actions ¥ Display| Log Souce  [w] {
[D Rules
[ Add Anomaly Rule...
Viewing events from 2010-11-23 12:47:00 to 2010 [~ Add Behavioral Rule... b An Option: R4
Grouping By: [ Add Threshold Rule...
Log Source

Using Search: Top Log Sources

Top 10 Log Source Results By Event Count (Sum) D Top 10 Log Source Results By Count C]
Zoom: max 2010-Nov-23,15:21 - 17:52 Zoom: max 2010-Nov-23,12:47 - 18:47
SIM Aadit-2 :: sting... wlptables @ 192.168.2... w Custom Rule Engine-8... S Aadit-2 :: sting... mlptables @ 192.168.2... m Custom Rule Engine-8...
w lptables @ 192.168.1... w lptables @ 192.168.5... System Notification-... wm lptables @ 192.168.1... w lptables @ 192.168.5... System Notification-...
104500 105000
7oooo
£ B5500 g
= (=]
@ O
35000
B0
ad o bl ) ada i el o dieined Mk, bl 14 Aadaqd
BE500 0
vvvvvvvvvvvvvvvvvvvvvvv
15 30 15:45 16:00 15:1 4] 16:30 16:45 17:00 1715 17:30 17:45 13:00 14:00 15:00 16:00 17:00 18:00
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Flows for Network Intelligence

Detection symptoms of ODay attack
Policy monitoring and rogue server detection

Visibility into all attacker communication

Passive flow monitoring builds asset profiles & auto-classifies hosts

Network visibility and problem solving (not just security related)

Top 10 Application Results By Source Bytes (Sum)

8

(53]

Zoom: max
m Remainder
m Web.Image JPEG

mother
22500000

15000000

Sum

|7500000

m Web.SecureWeb

Web.Misc

m P2P BitTorrent

‘Web.Image GIF

m DataTransfer. Windows...

VolP.Skype

m Web.Application. XJAV...
m RemoteAccess. SSH

2010-Oct-05, 01:03 - 01:5¢

01:20 01:25

01:30

01:35

0145

01:55

01:50

Top 10 Application Results By Destination Bytes (Sum)
Zoom: max
w Remainder m Web.Application XJAV... Web.Image PNG

m Web.Application. Misc ‘Web.Misc m VolP.Skype

mother w P2P BitTorrent DataTransfer. Windows...
165000000
110000000 A

E

@
55000000 A& N L2

2010-0ct-05, 01:17 - 02:0(
m Web.Image. JPEG
m RemoteAccess. SSH

1

01:35 01:40

AaN /A

01:10 01:15 01:40 01:20 01:25 01:30 01:45 01:50 01:55
Hide Charts)
Application Source IP (Unique Source Network Destination IP Destination Port Net[\)ne:lt'il??l:inoinue Source Bytes (Sum) Destination Bytes Total Bytes (Sum) ¥ Source Packets Destination Packets Total Packets T
PPl Count) (Unique Count) (Unique Count) (Unique Count) Count) q (Sum) (Sum) (Sum) (Sum)
DataTransfer.Window| Multiple (24 Multiple Multiple (13 Multiple (2 Multiple (7 16 319 315 531531708 547 851 023 178 629 390 655 569 284 123
P2P BitTorrent Multiple (20 Multiple (5) Multiple (85 Multiple (60) Multiple (3 44 216 868 191 621 654 235838 522 127 854 161 966 289 820 546
other Multiple (259 Multiple (9 Multiple (3 063) Multiple (2 877) Multiple (10 37 349 699 168 802 101 206 151 800 93672 228533 322 205 6810
VolP.Skype Multiple (5) Multiple (4) Multiple (40) Multiple (40) other 131172 458 46 819 290 177 991 748 195 570 76 007 271577 171
RemoteAccess.SSH | Multiple (10 Multiple (5 Multiple (7 22 Multiple (4 37 885116 111228 020 149 113 136 101 404 261727 363131 122
Web.Misc Multiple (16 Multiple (5) Multiple (295 80 other 10 726 080 20 635741 31361821 33634 23904 57 538 2401
Web.Application.Misc| Multiple (9) Multiple (4 Multiple (31) 80 other 654 743 23 125 267 23780010 8193 15674 23867 89
Web.Image.JPEG Multiple (13) Multiple (4) Multiple (60) 80 other 2418 857 18 538 204 20 957 061 15 449 14 150 29 599 586
Ao b A B i i i Al inlo - NER EAA 0N 497 224 N 2092 NNo 144 N14

1 to 40 of 64 items (Elapsed time: 0:00:00.106)

TR1
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Page: 1
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Flows for Asset Discovery

Port | Risk / Severity Last Seen First Seen

514 |1 2009-09-29 20:00:12 (Passive) | 2009-09-28 02:30:11 (Passive)
76761 2009-09-29 21:30:12 (Passive) | 2009-09-28 02:30:11 (Passive)
7777 | 1 2009-09-29 20:00:12 (Passive) | 2009-09-28 02:30:11 (Passive)
7778 | 1 2009-09-29 20:00:12 (Passive) | 2009-09-28 02:30:11 (Passive)
8009/ 1 2009-09-29 20:00:12 (Passive) | 2009-09-28 02:30:11 (Passive)

Server Discovery

To discover servers (assets) in your deployment based on standard server ports, selectthe
desired role in the Server Type drop-down list box and click ‘Discover Servers’”.

ST I I?atabas_e Servers _ E]

@ All ©) Assigned ) Unassigned

1433, 1434, 3306, 66, 1521, 1525, 1526, 1527, 1528, 1529, 1571,
Ports: 1575, 1630, 1748, 1754, 1808, 1809, 2481, 2482, 2484, 3872, 3891,

3938 Edit Ports

Edit this BB to define typical database servers. This BB is used in
Server Type conjunction with the Default-BB-FalsePositive: Database Server
Definition: False Positive Categories and Default-BB-FalsePositive: Database

Server False Positive Events building blocks. Edit Definition
Network: ‘Select an object. .. Ll

[ Discover Servers

Matching Servers:
Approve Name IP Network &

10.101.146.10 IT.other

] 10.101.139.151 Asia.Bridges.all
] Patient Records DB 10.101.139.156 Asia.Bridges.all
] 10.101.144.76 Asia.Holloway.all
] 10.102.150.115 Business.Staff
CRM Database 10.101.145.198 IT.NetServers
] 10.101.145.237 IT.NetServers

] CRM 10.101.3.32 IT.Server.main
O

Automatic Asset Discovery
QRadar creates host profiles as network

activity is seen to/from

Passive Asset Profiling
QRadar identifies services and ports on hosts

by watching network activity

Server Discovery
QRadar identifies and classifies server

infrastructure based on these asset profiles
Correlation on new assets & services

Rules can fire when new assets and services

come online

© 2015 IBM Corporation
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Compliance Rules and Reports

b Activity Network Activity Assets Reports Risks Admin
Group: :PCI 3 DMansge Groups | Actions ¥ l_ Hide Inactiy
=1 Compliance B
: o coBIT e Report Name
L FISMA 1Z) to Internet
) GLBA !
I { _
B GSX-Memo22 by Admin (Weekly)
: 0 HIPAA
- ®4) NERC
: . ng Applications or Services (Weekly
5 PCl g App (! y)
i 10) v
< | 1] \ »
PCIl 2.3 - Traffic to Trusted Segments (Weekly)
PCI 7.1 - Access to Cardholder and Trusted Systems (Weekly)
PCI 6.6 - Attacks against Public Facing Applications or Services (Monthly

Display: I Rules |L, Group: :Complisnoe E DG(
I Rule Name a Group I Rule Catg
Compliance: Auditing Services Changed on Com... Compliance Custom Rul
Compliance: Compliance Events Become Offens... Compliance Custom Rul
Compliance: Configuration Change Made to Devi... Compliance Custom Rul
Compliance: Excessive Failed Logins to Compli... Compliance Custom Rul
Compliance: Multiple Failed Logins to a Complia... Compliance Custom Rul
Compliance: Sensitive Data in Transit Compliance Custom Rul
Compliance: Traffic from DMZ to Internal Network Compliance Custom Rul
Compliance: Traffic from Untrusted Networkto Tr... Compliance Custom Rul

regulations and best practices:

PCI, HIPAA, UK GCSx

Easily modified to include new

definitions

Extensible to include new
regulations and best practices
Can leverage existing correlation

rules

COBIT, SOX, GLBA, NERC, FISMA,

Out-of-the-box templates for specific

© 2015 IBM Corporation
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MODULES - QVM

Vulnerability management to detect and prioritize weaknesses
based on the context of Your infrastructure

CVE CVE CVE CVE CVE
CVE CVE CVE CVE CVE
CVE CVE CVE CVE CVE
WIBIC\VE CVE CVE CVE-CY
VE CVE CVE CVE CVE
VE o CVE
VE CVE CVE CVE CVE
VE CVE CVE CVE CVE
VE CVE CVE CVE CVE
VE CVE CVE CVE CVE
VE CVE CVE CVE CVE

Flow
analytics sense
application activity

Blocked: Risk
Management shows
which vulnerabilities
are blocked by
firewalls and IPSs

Patched: Endpoint
management

indicates which
vulnerabilities will be

CVE CVE CVE CVE
“viCritcal ©'
CVE CVE CVE CVE

patched Exploited: SIEM
correlation and IPS
data help reveal
Vulnerability which vulnerabilities
knowledge base, have been exploited
remediation flow and At Risk: X-Force Threat and SIEM

risk management
policies identify
business critical
vulnerabilities

security incident data, coupled with
network traffic flow information, provide
visibility to assets communicating with
potential threats

© 2015 IBM Corporation
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MODULES - QRM

QRadar Risk Manager enhances Security Intelligence by adding network topology

visualization and path analysis, network device optimization and configuration
monitoring, and improved compliance monitoring/reporting to QRadar SIEM

* Collects firewall, switch, router and IPS/IDS configuration data to assess vulnerabilities and
facilitate analysis and reporting

 Discovers firewall configuration errors and helps remove ineffective rules to improve
performance

« Depicts network topology views and helps visualize current and alternative network traffic
patterns

* |dentifies active attack paths and assets at risk of exploit, helping mitigate risks and prioritize
remediation activities

* Analyzes policy compliance for network traffic, topology and vulnerability exposures
* Improves forensic analyses to determine offense root cause; models potential threat

propagation

« Performs rule change simulation and impact analysis

© 2015 IBM Corporation
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MODULES - QRM

Device & Interfaces @Rules @NAT [£) History [17] Events [@] Offenses . Topology (= Frint
IP / Context 10.0.250.1 / N/A Hostname external
Current Interfaces | 2 Adapter Generic XML
Current Rules 22 Type FIREWALL
Current NAT Rules | 0 Vendor Vyatta
gg;';':('s';’g CheckPoint @ external-fiwacme.com (Auto-Mapped) Container Details - Device Rules
Config Obtained On | Wed Oct 06 09:52:25 MDT 2010 This chart displays rule data for a set of devices.
Rules
Limit Rules To Top: | 50 | : |
Status Config List Ent
Date/Time

2010-10-06 09:_..  ALLOW_ONLY_ESTABLISHED 1 .

2010-10-06 09:...  ALLOW_ONLY_ESTABLISHED Defau Type:

Multiple(2) DENY_ALL Multip

2010-10-06 09:...  DMZ_TO_WORLD

-

2010-10-06 09:... DMZ_TO_WORLD 2
2010-10-06 09:... DMZ_TO_WORLD 3
2010-10-06 09:... DMZ_TO_WORLD 4
2010-10-06 09:... DMZ_TO_WORLD 5
2010-10-06 09:... DMZ_TO_WORLD Defau
2010-10-06 09:... INSIDE_OUT 1
2010-10-06 09:... INSIDE_OUT 2
2010-10-06 09:... INSIDE_OUT 3
~ Tk
—
datacenter

Unclassified Device @ 69.20.125.1

View Device Configuration
Search Events
View path from external to datacenter

View path from datacenter to external

O

10.0.120.0/24

() Most Used Accept Rules
) Most Used Deny Rules
() Unused Rules

(0 Least Used Accept Rules
() Least Used Deny Rules
@ Shadowed Rules

Date/Time Range:
@ Current Configuration @) Interval (©) Specific Range
| Last Hour Start Time: [2013-0427 [ at [00[<]:
End Time: [2013-0427 [ at [00[<]:

Timezone: | GMT -6:00 America/Denver (Mountain Daylight Time )

Targeted Data Selection

Format:
One agaregate report for specified devices
@ One report per device

Devices:
@ All Devices

@ Adapter: | Check Point SecurePlatform
() Specific Devices

»r

[ Browse ] [ Remove Device(s) ]

| save Container Detais | | Cancel |

© 2015 IBM Corporation
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| don’t want to assume...... | want to know!

Frank Underwood, House of Cards
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MODULES - QlF

Security Intelligence Platform

QRadar
Security Intelligence

Console &

»Seamlessly integrated, single Ul
=|[ncludes new ‘Forensics’ dashboard tab
»Supports incident investigation workflow

QRadar
Incident Forensics

Module

= Hardware, software, virtual appliance

= Supports standard PCAP format

= Retrieves PCAPs for an incident and
reconstructs sessions for forensics

&

QRadar
Packet Capture

Appliances | | |

= Performs Full Packet Capture - a -
= Optimized appliance solution B B -

= Scalable storage w .8 R4

‘st alet telet

© 2015 IBM Corporation
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MODULES - QlF

From session data analysis yielding

basic application insights

| Flow Information

Protocol: tep_ip Application: Weh.Facehook Application
Magnitude: ) | Relevance: 6 | Severity: [1 [creditty:
First Packet Time: 2010-10-04 01:00:17 End Time: 2010-10-04 01:00:17

Event Name: Weh.Facehook Application

Low Level Category: Webh L
Event Description: Application detected with HTTP decoder domain lookup

FBStatusPost (custom): my%20ssn%20is%20123-45-6789%2C%20and%20my% 20credit%20card%20number%

HTTP User-Agent (custom): Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US) Apple¥WehKit'533.4 (KHTML, like Gecko)

iframe_loaded=false&post_form_id=14d949fea3ccd51f54ad9h4a8ae0s16c HTTRM .1

To full visualization of extended

HTTP Host (custom): www.facebook.com

HTTP GET Request (custom): iprofile.php?id=100001252874890 HTTPM.1

HTTP Content-Type (custom): ications-j ript; char g o u

relationships and embedded content
Google Search Terms (custom): INIA

HTTP Server (custom): Ni&

FBUsername (custom): rpnewman23665%40hotmail.com

HTTP Version (custom): 1.1 Text | Aftributes ~ Notes
Filter List
| Source Payload Destination Payload |
Searching 60 documents. 1 documents bookmai] f9¢ Iwww exnl]
utf hex | haseb4 it hex basefl 1d Dat. Protocal Descript Rl (1) R
P - ate rol escription levancy =
Dlwirap Tex [ OwapTed 2008/04/24 09:24:14 PM AP Emad Message 1
GET /profile.php?id=100001252874890 HTTP/1.1 -] HTTP/1.1 200 OK .
Host: www.facebook.com Cache-Control: priwi 20 /24 09:24:14 MM A Emedl Message '
Connection: keep-alive Expires: 3at, 01 Ja 2008/04/24 09:24:14 PM MAP Email Alternate Format 1
User-Agent: Mozilla/5.0 {Windows; U; Windows NT 6.1; en-US) AppleWebKit/f = P3P: CP="DSP LAU" B ; van beleggers voor beleggers Home Beleggingsfondsen Turbo's Speeders  Opties & Futures  Productrecensies
Host: wuw.facebook.con Pragma: no-cache 2008/04/24 09:24:14 PH el Email Attachment 1 L e
Connection: keep-alive Set-Cookie: act=delt 2008/04/24 09:24:14 PM MAP Emad Message 1 ’ . -
User-Agent: Mozilla/5.0 (WindoPOST /ajax/privacy/confirm everyone_dialog. | NeZoooalS 10 van Tak' seneuze uken Realtime|
Host: www.facebook.con 2008/04/24 09:24:14 PM MaAP Email Alternate Format 1 “Geen grappen meer voor mi). Dne IEX Beursblog
Connection: keep-alive 2008/04/24 09:24:14 PM mMap Email Attachmant 1 Probeer nu fieuwe productrecensies en de AFM o “Goud naar 750 of hoger” |Markt vandaag |
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US) AppleWebKit/S GRATIS  xomt met een meid; - 3 -
Host: www.facebook.con ( 2008/04/25 12:11:49 AM POP3 Emad Message 1 e % o Broeikas stockpicks Euronext A'danc Ahold qrol|
i i v - pre SEES
,zrinnarrc“nn ll‘aan—nl Qe )1_ 2008/04/25 1211140 AN 200 Sl At Pormt 1 o * Royal Bank of Amsterdam
= — | Speculeren met gokken o Auw toverkopen of autoverkopen?
—_—— :43:
L a 2008/05/01 10:43:18 PM wTTe Web Page 1 "De intemet gokwerekd stast weer op 9 o AENLM. BABeda, Alitsia Aavoflol? \ .
42 ‘ 2008/05/01 10:43:18 PM HTTP Web Page 1 Z'n kop en ik schuif mijn fiches richting Y o The ABN Amro Merger Song ‘ .\;} J‘I f
| - \ A
o 43 2008/05/01 10:43:18 PM HTT? Web Poge 1 bt Britoe Sporingbet... o Tak gaat door: drie nesuwe recensies 1690 ) l
a4 2008/05/01 10:43:31 PM HTTP Web Page 1 Best 150%+ 2013 16,00
Nigww(s) op IEX IEX Dageraad: Zonnig 0910111213 1418 8
L ‘ 2000/05/01 10:43:32 M e Web Page ' IEX Prijzonspel “AEX opent hoger. Geen Commodity Bull & Bear Note AEXinge 5173340
a6 \ 2008/05/01 10:44:15 PM HTTP Web Page 1 Beleg in aandelen en @arapportages fondsen, wel ciffers 2, EuraDol 13352 -0,
| - High Yield K ING 1l F . +
a7 | 2010/01/26 05:04:06 PM POP3 Emad Message 1 win een kaptop! NVM en nisuwtjes NYSE Euwronext . gh Yield Note op ING FRANKF 7.059,64 +0 ]
Start 15 Januan Ka apr 07 LONDENF 635160 -0
2010/01/26 05:04:07 PM POP3 Emadl Message 1 =1 o India: met een rolganges naar beneden NY-DJn 1251030 0|
2010/01/26 05:11:11 PM s0P3 Emadl Message 1 Geheelverieuwden  Mijn gifbeker o EEXin het FD: 1 april! NY-Nasda 245033 0
tegen de laagste prgs  “Toen Tom blift zakken, mijn puts op g Goud St 66350 0
2010/02/02 09:07:32 M4 s Emad Measage ! van Nederland de AEX smeften en Knabbelis écht S [T )
2010/02/02 09:10:00 PM HTTP Email Message Meader 1 Geldwaardering.nl "9 Geef my die gifbeker maar " | = 15:29 OR energiebadripven onthulst over besiuit
Vemieuwd! Deel uw Frank vas Dangen - 3 apr 07. 17:30 | Res ! tot spitsing
100 PM e il
2010/02/02 0:10:00 " Email Message Header ' opinie over financile 15:08 Wall Street licht lagere opening indices
2010/02/02 09:10:04 PM HITR Emad Message 1 producten en IEX Bull/Bear Enquéte: Bibberaties verwacht
aanbieders “Het Nederandse beleggers- 1458 Best Buy ziet winst per aandeel 200712008
2010/02/02 09:10:04 PM HTTP Email Message Body 1 Ohtdend vertrouwen daak fors voor aprd. ABN R4 USD 210-325
2010/02/02 09:10:04 PM HTTP Email Attachment Reference 1 Wanneer en hoeveel?  Amro is flopper, ING is topper ™ : 14:56 Blue Fox noteen 5,3% hoger op technisch
2010/02/02 09:10:26 PM HTTP Emad Message 1 Zie de dhidend agenda | : . herstel Sterl
cpEX Profs | ok 14:47 Euronext Adam: Ahold grootste stjger AEX
page|: |of1 [0 3 View 1 - 66 of 66 IEX Universitelt .,D'o l;spnl\ :. ber ! 1403 Belangrijce advieswijzigingen analisten
— Volg online de cursus '8 PINS 24N DOrONSOMONr voor sp |8 woensdag 4 april Kies uw bank pair trad
——

© 2015 IBM Corporation
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MODULES - QlF

From standard asset identity

information

Attacker Summary @ Details

Magnitude — User dwight.spencer

Description 10.100.50.21 Asset Name T e—

Vulnerabilities 0 MAC H H H H R,
To rich visualizations of digital

Location Server MNetwork.Server Network| Asset Weight | 0

impressions showing extended

relationships

Chat . Social
EMAIL : W
§ | 1061 WEb
VolP
- Network

© 2015 IBM Corporation
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MOPDULES - XForce Threat Intelligence

Integrating X-Force Threat Intelligence with the analytics of QRadar allows for more intelligent
and accurate security enforcement

IBM Security QRadar SIEM

Dashboard

Offenses

Log Activity Network Activity Assets Reports Admin

admin ¥

System Time: 23:24

200

Event Count (Sum)

Show Dashboard: I Threat and Security Monitoring

\7‘ [ | New Dashboard

400

b s L

| WY

— 4
=
=

2]

Default-IDS / IPS-All: Top Alarm Signatures (Event Count)

(5]85] %

[*¥ Rename Dashboard 9 Delete Dashboard

Feb 1217:01-Feb 1223:08

E i gt (IO AP R VN

€

{’_),(M vmesx-312.canlab.ibm.com/con

Select a location

= DUT
#12) HostileNets
#12) Bogon
#2 watchlists

Force_Premium
remium_AnonymousProxies
remium_ScanninglPs
Premium_BotnetCommandAndControlServer
Premium_DynamiclPs
Premium_Spam
Premium_Malware

ns

um.Premium_Malware

Add +

Remove -

Selection of categories
of malicious IPs

Add ltem... ¥

Most Severe Offenses

Offense Name

Internal Connection to Possible Malware Host preceded by
Local DNS Scanner containing Misc.DNS

Internal Connection to Possible Malware Host preceded by
Connection to a remote proxy or anonymization service
QOutbound) containing Misc. DNS

Internal Connection to Possible Malware Host containing

Web.Web

Internal Connection to Possible Malware Host containing
unknown

Internal Connection to Possible Malwar
unknown

ontaining

Most Recent Offenses

Offense Name

Large Outbound Transfer Slow Rate of T
Large Outbound Transfer High Rate of T

:r preceded by
r preceded by

Non-Servers Communicating with an Ext Dynamic IP.
Internal Host Communicating with an An Jus Proxy
preceded by Internal Connection to Poss alware Host
preceded by Non-Servers Communicatin 1 an External
Dynamic IP preceded by SMTP Mail Senc taining
Mail. SMTP

Internal Host Communicating with an An us Proxy
preceded by Internal Connection to Poss alware Host
preceded by SMTP Mail Sender containir |.SMTP
Large Outbound Transfer Slow Rate of T :r preceded by
Non-Servers Communicating with an Ext Dynamic P

:r preceded by
r preceded by
Dynamic P

Large Outbound Transfer Slow Rate of T
Large Outbound Transfer High Rate of T

Non-Servers Communicating with an Ext

Real-time Security Overview
with XF Threat Intelligence Correlation

(B X Flow Bias (Total Bytes) @B [
Magnitude Feb 1217:01-Feb 12 23:08
600M

— -

3

< s00m |

Z

& I,Ll nlll.‘l. ,

Refresh Paused: 00:00:35 I 2 @

L_______| Rule Wizard

Ruewizrs
—— g Rule Wizard - Rule Test Stack Editor

Which tests do you wish to perform on incoming flows and events?

Test Group I Al vl

Export as Building Bk

when the local network is one of the following networks

when the destination network is one of the following networks
when the IP protocol is one of the following protocols

when the Flow Source or Destination Payload contains this string
when the source portis one of the following ports

when the destination portis one of the following ports

when the local portis one of the following ports

when the remote portis one of the following ports

when the source IP is one of the following IP addresses

when the destination IP is one of the following IP addresses

CO000000000

Rule (Click on an underlined value to edit it)
Invalid tests are highlighted and must be fixed before rule can be saved

Apply [XForce Premium: Internal Connection to Possible Malware on events or flows which are detected b
@-_and when the context is Local to Remote
©_and when the destination IP is a part of any of the following XForce_Premium.Premium_Ma

cal 'I system

Please select any groups you would like this rule to be a member of:

O I Anomaly

O T authentication

O I Botnet

O [ category Definitions
O [T _comnliance

Notes (Enter your notes about this rule)

Ability to set rules
leveraging X-Force
Threat Intelligence
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MODULES - XForce Threat Intelligence

Series of attempted logins from a
dynamic range of IP addresses

Anonymous proxy connection

A connection from a non mail server
with a known spam host

Connection between an internal
endpoint and a known Botnet C&C

Communication between an endpoint
and a known malware distribution site

Malicious attacker

Suspicious behavior

SPAM contamination

Botnet Infection

Malware attack

© 2015 IBM Corporation
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Examples of usage - Malware activity

B}Summary .Attadtets Targets @Categotia E] Annotations il Nef [] Events lE]RuI&s Acticys ¥ &;Print 0|
1

Offense 2849
A u A
Magnitude Relevance Vi r this offense ] | 3
Description Malware - External - Communication with BOT Control Channel e % ovenls in 1 calsamsios
p containing Potential Botnet connection - QRadar Classify Flow g
Attacker/Src | 10.103.6.6 (dhcp-workstation-103.6.6.acme.org) Start 2009-09-29 11:21:01
Target(s)/Dest| Remote (5) Duration 0s
Network(s) other Assigned to Not assigned
Notes Botnet Scenario This offense captures Botnet command channel activity from an internal host. The botnet node communicates with IRC
servers running on non-standard ports (port 80/http), which would typically bypass many detection techniques. This sc...
First L . .
Source L Destination L ICMP Source | Destinat | Source | Destinat | Flow
P_Iel.crl'(:t Protocol | Source IP Port Destination IP Port Application TypelCot| Flags Flags QoS QoS ]
11:19 tep_ip 10.103.6.6 | 48667 62.64.54. g0 RC = SPA F.SPA | BestEffor Class 1 | qradar
9 D 0.103.6 0296 9 6 80 R P Best Effo 3 qrada
11:19 tcp_ip 10.103.6.6 | 51451 62.181°8Q9.201 80 IRC SPA F.SPA | BestEffor Class 1 | qradar
11:19 tep_ip 10.103.6.6 | 47961 62.211.73.232 | S0 . NIA FSPA |FSPA |BestEffor Class 1 | gradar
Source Payload
108 packets,
8850 bytes

NICK IamaZombie
USER IamaZombNICK IamaZombie
USER IamaZombNICK IamaZombie
USER IamaZombPROTCCTL NAMESX

PROTOCTL NAMESX
PROTOCTL NAMESX
NOTICE Defender :QUIVERSION xchaNOTICE Defender
JOIN #botnet_command_channel

In

70 packets,
5996 bytes

Destination Payload

:Lexington.KY.US.AccessIRC.Net:Lexington.KY.US.AccessIRC.Net:

Potential Botnet Detected?
This is as far as traditional SIEM can go.

IRC on port 807

QFlow enables detection of a covert
channel.
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Examples of usage - Complex Threat

Offense 3063 @] Summary .Attad:els Targets @Categocies E] Annotations il Ne@
Magnitude// — \ Relevance 3
Target Vulnerable to Detected Exploit \) SOU ndS NaSty. .
L. preceded by Exploit Attempt Proceeded by Recon . .
Descigtion preceded by ExploittMalware Events Across Multiple Targets ent count 1428 events in 3 cate BUt hOW to we knOW thlS?
preceded by Recon - External - Potential Network Scay
Attacker/Src | 202 T2%46. — Start 2009-09-29 16:05:01 _ _ _ _
Target(s)/Dest| Local (717) Duration 1m 32s The evidence is a Smgle click away.
Network(s) Multiple (3) Assigned to Not assigned
Not Vulnerability Correlation Use Case lllustrates a scenario involving correlation of vulnerability data with |
Leii China (202.153.48.66) sweeps a subnet using the Conficker worm exploit (CVE 2008-4250). The first ¢
Network Scan Buffer Overflow
Detected by QFlow Exploit attempt seen by Snort
| e / -
Destination Destination Low Level
Event Name Source IP P Port L},&bﬁe i

O | Network Sweep - QRadar Classify Flow 202.153.48.66 | Multiple (716) | 445 //Plﬁlv Classification E| Network Sweej
B | NETBIOS-DG SMB v4 srvsvc NetrpPathConon| 202.153.48.66 | Multiple (8) 445 Y Snont @ 10.1.1.5 Buffer Overflow

: OSvVDB L Risk /
Port | Service D Name Description Severity

Microsoft Windows Server | | . ) ) .
Senvice Crafted RPC Microsoft Windows Server Service contains a flaw that may allow a

445 unknown| 49243 | Request Handling malicious user to remotely execute arbitrary code. The issue is triggered

Unspecified Remote when a crafted RPC requestis handled. Itis possible that the flaw may
Codz Execution allow remote code execution resulting in a loss of integrity.
Targeted Host Vulnerable
Detected by Nessus

© 2015 IBM Corporation



¥
&ETBM Security

Examples of usage - User Activity Monitoring

Offense 2834 [o Summary .Attsdters @) Targets @Categones [Z] Annotations il (D Everﬁlows [T)Rules Actions ¥ (= Print 0| . . .
Magnitude nce |3| Severity |SICred|b|my |3 Authent|cat|0n Fallures
Single Host .
Description preceded by Login Failkwes Followed By Success Event count | 36 events in 6 categories Perhaps a user Who forg0t thelr
preceded by Login failure to a disabled account.
preceded by Authentication: Repeated Login Failures paSSWO rdr)
Attacker/Src | 10.103.7.88 (dhcp-workstation-103-7-88.acme.org) Start 2009-09-29 10:33:34
Target(s)/Dest| 10.101.3.10 (Windows AD Server) Duration 4m 51s
Network(s) IT.Server.main Assigned to Not assigned
Notes Windows Authentication Use Case Demo data to demonstrate event-only Windows Authentication use case, including login
failures, login attempt to disabled account, etc. This attack is comprised of : - Event(s): Multiple authentication attempts from ...
Fo- . N N
7]
= 6 Tom 13
< 5
7 Brute Force Password
= 34 dsmith
14
e | ) = Attack
] > 5 A A . . .
K s K X xS T B R VI Numerous failed login attempts against
(rige Char different user accounts.
So P Destination IP Event N Log Sof Cat Uni Event Count
R e (umqnl:;cgount) (Unisq:: Colllmt) (u?.'sﬁ'.'.e Cao':ﬁt) (Unﬁue (l:I::?:t) eg(?o?u(n)mue ve(';un?)un Coust =
O | Tom 1\103.7.88 10.101.3.10 Multiple (4) WindowsAuthSe... | Multiple (4) 19 13
M | dsmith 10)103.7.88 10.101.3.10 Multiple (4) WindowsAuthSe_.. | Multiple (3) 7 7
M | bjones .103.7.88 10.101.3.10 Logon Failure - ... | WindowsAuthSe... | Host Login Failed 1 1
/Eent Name a Log Source Source IP Destination IP H OSt CO m p ro m | Sed
< Host Login Succeeded - Event CRE Custom Rule Engine-8 :: gradar-vm 10.103.7.88 10.101.3.10
N<ast Login Failed-EventCRE " | Custom Rule Engine-8 :: gradarvm | 10.103.7.88 10.101.3.10 All this followed by a successful Iogin ]
Host Login Faned -EVENT CRE Custom Rule Engine-8 :: gradar-vm 10.103.7.88 10.101.3.10
Remote Access Login Failed - Event CRE Custom Rule Engine-8 - qradarvm | 10.103.7.88 | 10.101.3.10 Automatically detected, no custom
Remote Access Login Failed - Event CRE Custom Rule Engine-8 :: gradar-vm 10.103.7.88 10.101.3.10 : :
= 2 gme - tuning required.
Suspicious Pattern Detected - Event CRE Custom Rule Engine-8 :: gradar-vm 10.103.7.88 10.101.3.10
Suspicious Pattern Detected - Event CRE Custom Rule Engine-8 :: gradar-vm 10.103.7.88 10.101.3.10
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QRadar Architecture

All In On Appliance Distributed

EPS max 15 000 EPS max 40 000 per box
FPM max 300 000 FPM max 1 200 000 per box
Sample IBM Security QRadar SIEM 2100 Sample IBM Security QRadar SIEM 3124
all-in-one deployment distributed deployment
QRadar web console QRadar web console
—
3124 ‘

1724
E] Firewall

1202 1624

Routers Switches N
Routers, switches and other IDS
network devices exporting
flow data
‘ ‘ " Servers Routers Switches IDS Firewall Laptop

1T
B i —S————

QFlow collection on Layer 4 NetFlow for ~ Layer 7 data analysis Collection of log events from network
passive tap external flow services  through SPAN or tap and security infrastructure
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Gartner MQ 2014

Figure 1. Magic Quadrant for Security Information and Event Management
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COMPLETENESS OF VISION > As of June 2014

Source: Gartner (June 2014)
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Many are trying but we are still the Leaders....
Gartner MQ 2015

‘ IBM Security
HP
' . Sphunk
. Intel Security
LogRhythm ‘
EMC (RSA) ‘
SolarWinds
. . Trustwave
Micro Focus (NetiQ)
‘Alierl‘n’auh
EventTracker .
" s
5 AccelOps
L} BlackS
5 ackStratus
2 @)
'
v
:j
COMPLETENESS OF VISION AsofJ Al'l.' 2015

© 2015 IBM Corporation



I/
%02 TBM Security

Live Demo
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