
TRITON STOPS MORE THREATS. WE CAN PROVE IT. 

Sami Kovanen, Territory manager, Finland & Baltics 
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What has changed in security landscape? 
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Vulnerable 

CVE ID Syntax Change -  Call for Public Feedback  

-----------------------------------------------  

January 22, 2013  

Due to the increasing volume of public vulnerability reports, 

the Common Vulnerabilities and Exposures (CVE) project will 

change the syntax of its vulnerability identifiers so that CVE 

can track more than 10,000 vulnerabilities in a single year. 

The current syntax, CVE - YYYY- NNNN, only supports a maximum of 

9,999 unique identifiers per year.  
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95% 
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AV evasion 

Self-Encryption and Self-Decryption. Some viruses can encrypt and decrypt their virus code bodies, concealing them 

from direct examination. Viruses that employ encryption might use multiple layers of encryption or random cryptographic 

keys, which make each instance of the virus appear to be different, even though the underlying code is the same. 

 

Polymorphism. A polymorphic virus generally makes several changes to the default encryption settings, as well as altering 

the decryption code. In a polymorphic virus, the content of the underlying virus code body does not change; encryption 

alters its appearance only. 

 

Stealth. A stealth virus uses various techniques to conceal the characteristics of an infection. For example, many stealth 

viruses interfere with OS file listings so that the reported file sizes reflect the original values and do not include the size of 

the virus added to each infected file. 

 

Metamorphism. The idea behind metamorphism is to alter the content of the virus itself, rather than hiding the content with 

encryption. The virus can be altered in several ways for example, by adding unneeded code sequences to the source code 

or changing the sequence of pieces of the source code. The altered code is then recompiled to create a virus executable 

that looks fundamentally different from the original. 

   

Armoring. The intent of armoring is to write a virus so that it attempts to prevent antivirus software or human experts from 

analyzing the viruses functions through disassembly, traces, and other means. 

 

Tunneling. A virus that employs tunneling inserts itself into a low level of the OS so that it can intercept low-level OS calls. 

By placing itself below the antivirus software, the virus attempts to manipulate the OS to prevent detection by antivirus 

software. 
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ÅFive Top AV Engines 

ÅResults Posted Daily 

Å Security Labs Site 

Å AV Test Results 

ÅReal-time Updates 

Å Requests Analyzed 

Å Security Blog 

ACE - Proven Daily 

6 

http://securitylabs.websense.com/ 
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Todayôs Webscape 

Top 100 sites Next  1 million sites Next 100 million sites 

THE DYNAMIC WEB 
Å Constantly changing content 
Å Millions of varied pages per site 
Å Legitimate sites compromised 
Å Legacy security systems obsolete  
Å Requires real-time content analysis 

THE KNOWN WEB 
Å Current events, regional, genre sites  
Å Less user-generated content 
Å Reputation, URL databases fairly 
  effective 

THE UNKNOWN WEB 
Å Junk, personal, scam, adult, etc.   
Å Million of new sites appear daily 
Å Reputation and URL databases  
  ŎŀƴΩǘ ƪŜŜǇ ǳǇ  
Å Requires real-time categorization  
  and real-time security scanning  
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70 percent of the top 100 Web sites have either hosted or been involved  

in malicious activity over the last six-month period. 
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Why many organisations remain highly vulnerable to 

cyber threats and what you can do to help reduce risk? 
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Hackers Handbook ï Ch.16 Content security 



©
 2

0
1
3
 W

e
b
s
e
n
s
e
, 
In

c
. 
  
 P

a
g
e
 1

0
 

7 stages 

Target Organisation 

Employee Email 

server 

Compromised 

machine 

Attacker 

Web proxy Control server 

RECON LURE REDIRECT EXPLOIT KIT DROPPER FILE CALL HOME DATA THEFT 

Compromised 

Website 


